Heal th Al ert Network
Archi tectural Standards

I ntroduction

This docunent is a supplenment to the Centers for Disease Control and
Prevention (CDC) Program Announcenent Number 99051. These Health Alert

Net wor k (HAN) Architectural Standards are goveming requirenments for the
acqui sition of information technol ogy assets and services that are acquired
usi ng CDC federal funding in support of the goals of the HAN

If the applicant deens it necessary or nore advantageous to deviate fromthese

mandat ory architectural standards, the application shall indicate: 1) why a
devi ation is necessary or advantageous, 2) how the alternative solution wll
still meet the national conpatibility and interoperability requirenents

outlined below, and 3) how the proposer wll ensure sustainability of the
alternative solution over the next five years.

The listing of various hardware, software, and conmunication technol ogies are
not all required for the Health Alert Network. The nmain functiona
requirements are listed in the goals section. The various conponents are
listed herein to ensure that investnents made in conplementary technol ogi es
are consistent with the HAN

Pur pose

The HAN Architectural Standards are established to ensure that investments
made in information technol ogy supporting HAN functional goals al so achieve
nati onwi de connectivity, interoperability, consistency, and m nimum
performance characteristics.

I nvest ment Goal s and Strategies

The primary goals for investnents in information technology are to acheve:
computi ng and conmuni cations capability for all appropriate public
health staff; and
hi gh performance, continuous, reliable, nationw de, secure connectivity.

The prlnary strateg|es for IT investnents are
equi ppi ng appropriate public healthstaff with nodern desktop and/ or
nobi | e personal conputer capacity;
providing secure Email and secure web browsing capability and |inking
appropriate public health staff to the Internet either directly or
t hrough | ocal or wi de area networks which in turn are linked to the
Internet; and
enpl oy national and/or industry standards for all products as noted
t hr oughout .



Architectural Standards and Performance Characteristics
Personal Computer Technol ogy

Deskt op Workstation Platform (mnimum configuration for new systens)

Intel conpatible 32 bit Pentium Il processor operating at 300 MHz, with 64MB
RAM 4GB hard drive, 16X or greater speed CBDROM drive, 15 inch color nonitor
with 16 bit color and 800 x 600resolution, 3.5 inch floppy drive, sound card
and speakers. Oher platforms (e.g. Apple Mcintosh) of equival ent
functionality are al so acceptable. Equivalent functionality means that the
system fully supports the functionality of the web browsers, netark
connectivity, security, and office automation tools described herein. [note:
exi sting computers should be Pentium class or greater]

Deskt op Connectivity:
If the desktop platformis to be connected to a |ocal area network, then an
appropri ate network connection device is required.

Laptop Platform (m ni num configuration for new systens):
Same as desktop, except 32 bit Pentium Il processor at 166 MHz including file
encryption/security software for sensitive information or data.

Operating System

32-bit operating system such as Mcrosoft Wndows 95 or higher, or Apple

Maci ntosh OS 7.5 or higher. For new Intel-based systens, M crosoft Wndows NT
for workstations version 4.0 (with service pack 4) or greater is recommended
when feasible because of the erhanced security capabilities and stability.

I nternet Browser:

Browser version nmust support 128 bit encryption, include Plugins for video
and audi o stream ng, and must support X. 509 digital certificates and Java
version 1.0.2 or higher. Internet browsers Mcrosoft |Internet Explorer
version 4.01 or greater or Netscape Conmunicator version 4.07 or greater (both
are currently downl oadable for no cost fromthe manufacturers; M crosoft:
http://ww. nmi crosoft.comand Netscape: http://ww.netscape.com

Dat a Managenent:

Any ANSI SQL and ODBC conpliant dat abase managenent system and/or Epilnfo
version 6.04b which is currently available from CDC at no cost at:
http://ww. cdc. gov/ epo/ pub_sw. htm

O fice Automation

Word processing software capable of inporting and exporting files into HTM,
RTF, and ASCI| and spreadsheet software capable of inporting and exporting
files into Data |Interchange Format (DIF).

E-mai | systems shall be able to send, receive and decode SMIPnessages and
bi nary attachments.

Local and/or Wde Area Networking
Local area networks (LANs) and LAN connectivity to a regional or State wi de
area network (WAN) shoul d be enpl oyed wherever appropriate to maxi m ze HAN

connectivity coverage of |ocal public health staff. The networks will need
adequate monitoring to assure continuous connectivity. Disaster recover plans
should be in place to allow quick recovery should any components fail. The

LANs shall neet the characteristics bel ow

Prot ocol : Capable of routing TCP/IP traffic.
Per f or mance: 10Mops or greater

Net wor k and Desktop User Support:



There must be explicit arrangenents for adequate network and desktop user
support. Support arrangenents include ability of users to obtain answersto
har dwar e and software operational questions, repair of equipnment, installation
of new equi pnent and software, adnministration of servers where appropriate,
and ot her general technical support. Critical operational support functions
require a <24 hour response capability. Typical industry technical support
ratios are one full time technical support staff or network adm nistrator for
each 50-100 workstations covered.

Servers

Servers may be appropriate for local and/or State health departments for LAN
file, print, and Emil services, the hosting of bioterrorisminformtion and
data, list-servers for broadcasting information, and FTP servers for file
transfers. Other servers nay be appropriate in certain circumstances

i ncludi ng web servers, video conferelwcing servers, streaming video servers,
SQL dat abase servers, etc. Servers shall be equipped with appropriate

uni nterrupti bl e power supply (UPS) systens.

Web servers shall support HTM.,, HITP, HTTPS, Cd, and Java servlet APlIs
Critical servers supporting over 200 workstations nmust have a backup or
alternate server.

I nternet Connectivity

The primary performance characteristics of Internet connectivity is that the
connection(s) to the Internet are online, all the time, wherever technically
feasible, in other words do not require manual dial-up each time to be
connected to the Internet. The connection shall also be of sufficient
capacity and speed to enable large file transfers rapidly as well as
interactive collaboration and multimedia di stancebased training.

Pr ot ocol :
TCP/ I P

Bandwi dt h:

M ni num 56 Kbps for the first 20 workstations and additional bandw dth as
needed sufficient to insure effective delivery of video stream ng to desktop
wor kst ati ons.

Connectivity Technol ogi es

Any met hod of connecting is acceptable as |long as the other architectura
standards are met. Technol ogy options may include | eased digital Iines, |SDN
lines, cable modem digital subscriber link (DSL) or variants thereof such as
ADSL, wireless connectivity including satellite, etc. Appropriate hardware,
software, as well as telecomunication services may be acquired with these
funds.

Security

To ensure secure communi cations via electronic mail and web server access,

i nvestnents nust support a Public Keylnfrastructure (PKlI). Wb servers mnust
support the use of X. 509 digital certificates for authentication, secure
sockets layer (SSL) and Email systenms nust support S/MME. All personnel

wi th authorization for secure conmunications will authenticate theiridentity
with x.509 digital certificates.

The State/local LAN or WAN shoul d have intruder detection, virus scanning,
aut hentication of users, security policies/auditing, and firewall (s) to the
Internet as needed. The firewall shall be |IpSec conpliant. Local health
departments with any Internet server nust have a separate firewall system

Redundancy



Due to the critical nature of the HAN and the need for 24 hour/7 day a week
availability, design considerations should include redundancy whre
appropriate. At a minimm health agencies that have a single |nternet
connection should have a back up capability such as at |east one desktop

wor kstation that has dial-up 56 kbps Internet connectivity to an alternate
Internet service provider (ISP). CDC is considering providing direct dial-up
capability to CDC Internet servers in the future as a further contingency.

Year 2000 Conpliance
Al'l hardware and software operating on the network should be certified Y2K
compl i ant .

Access Policy

The receiving agency shall have policies and procedures in place that enable
use of the information technologies in support of HAN including access to the
I nternet.

Scanner (for |aboratories)

Fl at bed 600 dpi color scanner with SCSI interface to workstation, 24 bit cbor
processing, 8 bit grayscale levels, and i mage editor software capabl e of
exporting images in JPEG format.

Vi deo canmera (for |aboratories)
Vi deo camera above general purpose |level for bidirectional consultation on
| aboratory tests such as biochem cal sor cultures.



